
Traditional, non-networked computers 
are secure from others in the system 
because of the physical separation that 
exists between them (Figure 1).  Some-
times physical barriers are put in place to 
prevent unwanted user access in terms of 
a lock-and-key approach.

Many modern software systems are 
designed with such tight project time 
restrictions that redesigning existing soft-
ware from scratch is almost impossible.  
To limit engineering costs and to meet 
project schedules, it is common practice 
to see a signifi cant amount of soft-
ware reuse in many of today’s software 
projects.  This, however, poses a prob-
lem for architects trying to incorporate 
modern software security requirements 
into a code base with no concept of such 
standards.

Most new military systems require some 
level of security consideration.  In some 
systems, this may be so stringent that 
formal certifi cation is required.  At-
tempting such a certifi cation on legacy 
software would be extremely costly 
and in many circumstances is unachiev-
able.  One solution to this problem is to 
utilize advances in software virtualization 
techniques, and particularly a separation 
kernel. 

Virtualization: Truth versus 
misconception
Software virtualization has long 
been understood as a way of 
hosting multiple Operating 
Systems (OSs) on a desktop 
computer.  In recent years, 
we have seen virtualization 
migrate into the embedded 
realm and start to infl uence 
markets such as automotive, 
medical, and industrial, as well 
as the more traditional aero-
space and defense markets.

In most situations, software 
virtualization is used to address the need 
for hardware consolidation where mul-
tiple systems are combined onto a single 
hardware platform performing multiple 
functions.  This integration is further 
complicated by mixing legacy software 
on the same platform as new design and 
utilizing the separation between those 
software components to enforce security 
in the system.

A common misconception in the soft-
ware world is that virtualization implies 
separation and that just because a 
platform utilizes virtualization, then its 
software subjects must be separated.  In 
the security world, it is well understood 
that this is not the case.  And many 
virtualization architectures and products 
on the market today cannot guarantee 

any level of software separation and, 
therefore, are not candidates for military 
systems requiring any level of security 
certifi cation.

These architectures would not be suit-
able as a solution to the problem being 
addressed here.  In this scenario, the 
separation kernel is quite different from 
traditional hypervisors.  The separation-
kernel hypervisor, such as LynxSecure 
from LynuxWorks™, not only allows 
multiple guest operating systems to run 
on the same hardware platform, but it 
also guarantees that those guests are 
separated and cannot affect each others’ 
functions.

Not only does a separation kernel 
separate the guest operating systems, 
it additionally separates the physical 
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Figure 1: Security enforced by physical separation
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devices and information fl ow between 
the various guests.  A software designer 
has the ability to dictate which operating 
system has visibility of certain board de-
vices and which guest operating systems 
are allowed to communicate with each 
other.  It is the implementation of such 
communication paths that facilitates 
interpartition communication between 
guests.  With such a path, the guest has 
no visibility or knowledge of its peer’s 
existence.

Virtualization: A closer look
Using the separation kernel as a base 
technology, the software designer can 
now guarantee that one operating 
system cannot affect another or access 
certain board devices.

As Figure 2 illustrates, the Windows® 
subject is running legacy application 
code in a “contained” Windows environ-
ment.  The OS has no knowledge that 
it is running on a separation kernel or 
that another operating system is run-
ning on another core on the very same 
processor.  The second operating system 
is designed to be the secure gateway 
and employs complex security software 
to protect the system from the outside 
world.  Any data coming from the public 
network is fi rst analyzed by the secure 
partition, and only if it is deemed secure 
does it make its way via interpartition 
communication to the Windows partition. 

Using this approach, the software de-
signer has the fl exibility to design the 
secure partition from modern software 
principles while the legacy Windows OS 
is completely unchanged.  The Win-
dows OS simply sees the interpartition 
communication path as a connection to 

the outside network and has no 
knowledge that an intermediate 
software “guard” was analyzing 
the data and adding a level of 
software security to the non-
secure legacy software.

This premise could indeed be 
extended to any number of 
theoretical guest operating 
systems, each perform-
ing a dedicated role in the 
overall system.  Some of 
these guests might comprise 
legacy code, while others 
comprise newly developed code.  Sys-
tems in the fi eld today already employ 
such technologies in modifi ed designs.  
Products such as secure separation ker-
nel hypervisors not only provide a COTS 
methodology, but they also enable the 
military market to use modern military-
grade software technologies alongside 
legacy software.

Virtualization melds legacy and secure 
apps
In conclusion, virtualization and par-
ticularly separation kernels are not just 
tools to allow users to host multiple 
operating systems on a desktop; they 
are also valuable technologies enabling 
system architects to extend the usability 
of legacy systems alongside but sepa-
rate from more modern, secure military 
systems.  One virtualization technology, 
as mentioned, is the LynxSecure separa-
tion-kernel hypervisor, certifi able to the 
highest level of robustness and capable 
of hosting both paravirtualized and fully 
virtualized guests including the Win-
dows, OpenSolaris, and Linux® operating 
systems.
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Figure 2: Using a separation kernel


